Identity Theft Protection 

14 million, that’s how many victims of identity theft there were between January 1 2001 and mid-May 2003 in the United States alone. Victims who ended up being $3.8 billion out-of-pocket (Privacy and American Business, Vol. 10, No. 5). In Canada, the PhoneBusters National Call Centre received 7,629 identity theft complaints by Canadians in 2002, that reported total losses of more than $8.5 million, and an additional 2,250 complaints in the first quarter of 2003 that reported total losses of more than $5.3 million ( Public Safety and Emergency Preparedness Canada).

Identity theft is growing. From shoulder surfing (where an identity thief looks over your shoulder to see your PIN number) and stealing credit card numbers from the mail, dumpsters or handbags, criminals are developing ever more sophisticated identity theft techniques, such as hacking into databases and phishing (sending bogus email from a company that appears legitimate in the hopes of collecting your personal information).

What can You Do to Prevent Identity Theft?
1) Secure your premises with locks and alarms.
2) Put your financial records under lock and key.
3) Shred, shred, shred.
4) Be cautious on the phone, do not give your name, social security, passport or credit card information to anyone (not even someone posing as a police officer or government official). 
5) Limit access to your computers and password protect all of your operating systems 

6) Protect your computer from hackers by installing firewalls and password protecting your wireless router and keep your security up to date. 
7) Be aware the Internet is a dangerous place, talk to a local computer expert about which software to use to protect your computer. 
8) Avoid broadcasting information like giving out your phone number to a retail store or posting information on social networks like mypace and facebook. 
9) Keep your information concealed from prying eyes. Write down information like social security numbers, addresses and phone number and then shred it. 
How do you know when you’re identity has been stolen
Staying alert to these signs will help you respond quickly if your identity has been stolen:

1. Unfamiliar charges or withdrawals
Always check your bank and credit card statements and make immediate inquiries to unfamiliar charges and withdrawals.

2. Missing mail
If your bills and other mail have gone missing a thief may have broken into your mail box or had your mail redirected to a new address.

3. Calls from Creditors
If you are being contacted by creditors you did not do business with you need to take immediate action to find out who has.

4. New Credit Cards
Receiving new credit cards or bills that you didn’t sign for is a danger sign that your identity may have been stolen.

5. Denial of Credit
Unexplained refusal of credit requires investigation on your part. You need to get access to your credit report right away.

What To Do If You Are A Victim Of Identity Theft? 

1. Place a fraud alert on your credit reports, and review your reports. 
Fraud alerts can help prevent an identity thief from opening any more accounts in your name. Contact the toll-free fraud number of any of the three nationwide consumer reporting companies to place a fraud alert on your credit report. You need to contact only one of the three companies to place an alert. The company you call is required to contact the other two, which will then place an alert on their versions of your report.

a. Equifax: 1-800-525-6285; www.equifax.com; P.O. Box 740241, Atlanta, GA 30374- 0241
b. Experian: 1-888-EXPERIAN (397-3742); www.experian.com; P.O. Box 9532, Allen, TX 75013
c. TransUnion: 1-800-680-7289; www.transunion.com; Fraud Victim Assistance Division, P.O. Box 6790, Fullerton, CA 92834-6790 
Once you place the fraud alert on your file, you’re entitled to order free copies of your credit reports; if you ask, only the last four digits of your SSN will appear on your credit reports. Once you get your credit reports, review them carefully. Look for inquiries from companies you haven’t contacted; accounts you didn’t open; and debts on your accounts that you can’t explain. Check that information like your SSN, address(es), and name or initials are correct. If you find fraudulent or inaccurate information, get it removed. See the FTC’s comprehensive identity theft recovery guide, Take Charge: Fighting Back Against Identity Theft, at www.ftc.gov/idtheft to learn how. Continue to check your credit reports periodically, especially for the first year after you discover the identity theft, to make sure no new fraudulent activity has occurred.
2. Close accounts you think have been tampered with or opened without your approval (credit cards, ATM, etc)

3. File a report with your local police or the police in the community where the identity theft took place.

4. File a complaint with the Federal Trade Commission.

5. You can file a complaint online at www.ftc.gov/idtheft, by phone at 1-877-IDTHEFT (438-4338); TTY: 1-866-653- 4261, or by mail: Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue, NW, Washington, DC 20580.

6. If it appears someone has tampered with your mail, go to your local post office and contact your Postal Inspector

7. If new and unauthorized cell calls have been placed from your account. Call your service provider immediately. 

8. If it appears that someone is using your SSN when applying for a job, get in touch with the Social Security Administration to verify the accuracy of your reported earnings and that your name is reported correctly. Call 1-800-772-1213 to check your Social Security Statement.

Get Your Credit Report

Order a copy of your credit report from the three nationwide consumer reporting companies every year to check on their accuracy and whether they include only those debts and loans you’ve incurred. This could be very important if you’re considering a major purchase, such as a house or a car.

An amendment to the federal Fair Credit Reporting Act requires each of the major nationwide consumer reporting companies to provide you with a free copy of your credit reports, at your request, once every 12 months. 

To order your free annual report from one or all of the nationwide consumer reporting companies, visit www.annualcreditreport.com, call toll-free 1-877-322-8228, or complete the Annual Credit Report Request Form and mail it to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281. The form is at the back of this brochure; or you can print it from ftc.gov/credit. Do not contact the three nationwide consumer reporting companies individually. They provide free annual credit reports only through www.annualcreditreport.com, 1-877-322-8228, and Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281. 

For more information, see Your Access to Free Credit Reports at ftc.gov/credit.

The FTC works for the consumer to prevent fraudulent, deceptive, and unfair business practices in the marketplace and to provide information to help consumers spot, stop, and avoid them. To file a complaint or to get free information on consumer issues, visit ftc.gov or call toll-free, 1-877-FTC-HELP (1-877-382-4357); TTY: 1-866-653-4261. The FTC enters Internet, telemarketing, identity theft, and other fraud-related complaints into Consumer Sentinel, a secure, online database available to hundreds of civil and criminal law enforcement agencies in the U.S. and abroad. 

FTC Facts For Consumers
Resources 

Federal Trade Commision

http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt07.pdf
United States State-Specific Resources, www.privacyrights.org/fs/fs17a-IdTheft-US.htm. 
Canadian victims, www.privacyrights.org/fs/fs17a-IdTheft-Canada.htm.
